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1 

mmn^it-r^n^-it^^irmi^. tfiKPt-^m^SfiM lo 
<ir-r-5is*rii ^7tti2jzte«ccoiiiftA^^eo 

h.^)- 1 rg{- ts«c<7:)ilffaA;^^So 
(7:)iif(tA:/j^g. 

ftA^^Mo 30 

1 0 ] mJffi^^fbbfcT-V v^-5^Mg#Pz^t£ti^ 
-rate^^^I^^^ei-^ ^ ^ ^ittiSct -r 51^*11 1 - 9 

o c i: Srittilit'roSWJl^^I l i \z.%Z%%(DmWKM^m. 50 



it#r^3¥l 1 -2 0 5 7 3 8 

2 

1 2 i::iS®(7:)ffi»A;^::^&c 

cofpTtt;!!^ 1 ii{r!s«c^7:)ffiftA::^:^i£o 
[fi*3Si 6] IS*rll-l Oirtfi«cco^^Si: bT 

[fSjftrl 1 7 ] IS*!! 11-15 cDfpJ^Tif- 1 rl(rte*c 

[ft 1 8 ] Mftm-^-^-rV v^^/HSfgir-a-^-r^ 

^A;^i-^9f ^^tjiA;^^^^ ^W-r^ <h ^4tmct r 
^Pff^A;0^go 

[lf*ili 9] Pj^m^^T^^ ■:^^/Hffgi::'a^^-ra 

A;^-r^0t^<hiiA;/j^M^<h 4:W-r^ c t -^Ws^b 
■f-^iijf&A^^Eo 

[0 0 0 1] 

[0002] 



(3) 
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[0 0 0 3] Htji£ffitt^<*:fi. h^mm(D^mmi^^ti 

[0 0 0 4] Sififl. T^-^ f9 . 

bxt^^c ^bT. ^(o'^^ti^xmj^^ri^mii^X\M 

[0 0 0 5] rrT\ ^^^i6e>^fcff^^>:(i. MH, 
MR. MMR. TIFF. JPEG. MPECmt^'o 

[0 0 0 6] ^bT. s^i^eTi^^com-^r/U'^-'y 

^^„^^-^^,^u^^oH:i;fjiggl-tB:^b7t^# 
ArB^7i^«(t/ilJftt bTliB?-C-#^ J: 9^^mfR-t;-fe 

30 

[0 0 0 7] J[^T"^1^. mi^(D^^'^^:>^h.tiJ^^^co-r' 

. ^ i^^Mm^t\^x^:^^n^mii^ymm.mn^. 
m^^xmMiXh^o 

[0 0 0 8] immn^'it^^^fzm^M/'mmnWi. 

i.M-j:^;Jx^r^$6b7ct?ffR^m^bfcch#(7:)iliKJ^JiK*i: 40 
^W^\-tm'^oy^;{t^.Si^-rhf::.h\^X\^^tztzMzm\\^^ 

Wi-zumym\^nx\^-fz.i)K ^(D^.x^'^ >^-^/u^r^ti 
[0 0 0 9] t:L^X\ v^^io:>T^^V:h^X{'xmm:'^ 

t PpHgo <t 4^ o :i i: J^'> ?i f) - o fc^ b fc 7)'^ o 
it bixTl/ ^/^^^o/Co 50 



[0010] b/i^b. 't'V v^^/i-::^^Ttii^*<h^< 

^m\z^\.xiLo'Z'>m\'tM<^^^<Dx. ^f^4^cossi^# 

^ i:: b T ;^ t 5 w <i: {iPJ ^ ^ « 

[0011] fc^VM3:SiJ(7:)0iJi bT. ^'J;t{l\ 

^xm^-r^:^^^. ^(DmY^^^mfz,\:imm\.x^(D 
[0012] uAKD^otsi. T'^ 'j^M^n^mm:(Dm 

x^5o 4:B. 0f-^<tti. tt^t7:);gft/55^Bt#]^^iz(i 

[0013] 0t-^iC:foO^X. yt(DX&^^^t\^^o. ^ 

<!rv^9o m^-^t^^^oXiyy^^:^^ hlzm^^nx 

ny'J:<. y"—^. iljf^^^^'fobt^^tt$S^S^b 
Xi^^. 

[0014] Pf^fbfl. Bf-^m^.hl^^-^-^T^ — ^{r>(fe 

ii^p^^) ^fflv^x^T?:^9o 
[0 0 15] ^7t. ^»^#]^^(7:>^H^;i^Pf-^:3:c€r7c<o 

1I-^ir;^0^5^i::'Jft^$-t^:X:fot9 . e>/^tm{iYc 
ci: ;ttit-^T/i-=i'"y XA^^qoXi/^X t)^>C^i^#??tL/c^l/^ 
J: 9 ic^^^ttXv^5o b/c/i^oX. &t^^(7:)i^j5g^Xt> 
Ml5tt3:X#/.^i/\ 
[0016] 0t^i::f±^< (DT )\^:=^') XjUT^^fo^T^^ jl^ 

TXflfJt-^il:tl^^rf^X#5;:f-^;6-c7:)«.^,/i-?:.. ^N^+f^^ 

[0017] ^fH/^I^Pf ^f±^r^tE0g-^<t t^P¥f±7x. Rt-^ 
^X-^/jrl^i: 9lr/i:oX:b^t? . Bt^ft:SE^<2^^r?fltl<!:t/^ 

[0 0 18] ^N/ti^ut-^ii. j^:iTcoit#ia^j^oxi^5. 

( 1 ) &^^^fbMct^g-^tEc^;i^^4^^Pt-§-ft:tl^^P^flx-^ 

7^^^^jX^;>^o 

(2) ^-fil/Fi^-tOBt^ftMiz^z-^R^^^xXt^^cT^X. 

^mx<h'^^ \z.mK% b X fi* J: I. ^ 

(3) i^e>ixxg^7tjiOfS:>ccoigfS^-;)U^1^x/jri^:i ^. 



(4) 



iftr?^^l 1-205738 



tg^^m-et^^^f^^t-^t LT. RSASt-^ (R. 
L. Rivest, A. Shamir and L. A 
dleman, "A method ofobtain 
ing digital signatures an 
d public key cryptosytem 
s, " Comm of ACM, ) Tii^fe^o 
[0 0 19] ^7t. Z.(Omz. (T. 
E. ElGamal, "A public key c 10 
ryptosystem and a signatLi 
rescheme based on discret 
re logarithms, " IEEE Trans 
action on Information The 
ory, Vol. IT-31, No. 4, pp-469 
-472, 1985) 

[0 0 2 0] iBmmmcD^^mmx^ ^wM^^m^ t b 

Fiat - Shamir (A. Fiat. A. 

Shamir, "How to prove your 
self-practical solutions 20 
of identification and sig 
nature problems,", Proc. of 
CRYPTO' 8 6, 1 9 8 7)^. Schnorr 
Bt^ (C. P. Schnorr, "Emcient s 
ignature generationby sma 
rt cards," Jo i-irnal of Cryp 
tolgyvol 4, pp. 161-174, 199 
1) j^^^^Xh^^ 

[0 0 2 1] tm^^n. m^itmtm^M7)-m—(Dm 
^■xh^ . m^mm^thm^rixi.-^, i 9 7 9^f-^ 30 

[0 0 2 2] ^tf^at^tl, mmfj:M^cojC^?i\ (y^^y 

[0 0 2 3] i/c^^Hf-^i-fi, 'X'^(D\\m-'kW^^yL 

S(Data Encryption Standar 40 
d ) F E A L ( F a s t d a t a E n c i p h e 

rment ALgor i t h m) 1/ ^ o fcftg^^/V^iS/F] 

[0 0 2 4] X h y-^>EJt^Jl. :y'lr-i/Jz5t'm'^X 
OR (WtiifsiSlfn) LT, n-^^Xmrr^Ti^Xt^^-) . 

[0 0 2 5 ] JL^Jrc^^fJt^coKm-S'/fit^^T. ^^^\i=i. — 9 



i^ymmmm^m^iti^rcmmt'^&^^xmm^ixfzt 

t^mmcDmm^m^x^^tmx^h^^o 
[0 0 2 6] tz^^K v^m'±mt^ymmm^m^^^:=^^^ 
}i'^—^mzthti^rbXf)^h=^>^''=^—<^±xm^'it^^^ 

^^^ttitl^i^X^^h:=^>^^^^ — ^±X^^■it^h.^^X(D 

^(Dm^zmmymi^^n^m.^rix i.^^ t\^^o mm^- 
[0 0 2 7] r(7:^Pn^sirx^LT. mmA:t)mm:\^^^xm 

[0 0 2 8] r.cDi: LTfi. -^(O^mz^m 

mmiz/^^x'^iz^'^i\::n^ i c^yy^t-r^zt^. 

^hlzn^ I C5^:y:rfbL7tPt^^k^f5c7:)rt^|5lcir>'1^- 
^tS:t1-T*£;^. I C^:y:7^l^g|5c7:)y=^'-::^^Sit9m-^9 t 

Z(DX.ofSi^'U-h--h(Drxm\zt^'t^Wi^^^ ' 1/ 

v^JX^^/^ (Tamper Resistance) h 

[0 0 2 9] 

[l§PJ/6^^^bJ: 9 ^-r^^S] 

[0 0 3 0] — o<753^ffi:r— 0(7>^;)^fiji9 ^re^riTl/^ 

^.(D^^-tF— f^^-c-fiPf-^ft: mm m.m^m\^^\zm\.\^^ 

Zt\Zf^r>X\.^ 9o 

[0 0 3 1] ^Vx(r)^^^hfy^\:.^mn\.X-^ 
[0 0 3 2] i^-mi:--tri. ^it#^^¥i'7)^— y'Jr^t L 

xmm\zn^.x^f^\-}i\^-')^^mt'^^-:>fz^ ^h\z^ z 
^(Dvm.'ki^mz^-t^hm^h-r. m\.^^^xm^^r<z 

^"0^ CO t^feST?)'^ m i- Sllg^J f L ^ 5 b cto o . 

[0 0 3 3] ~Jf-'%m\±my^(^f^m^:iZi}-kj'h-^. tgrfRA 

[0 0 3 4] 
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[0 0 3 5] ^/c, ^^m(om^x^mmi(o^(DW^t 

[0 0 3 6] ^fc. ;*;^p^cQliiftA;^i^Sc7?-e^7:>ftli^oit# 

[0 0 3 7] ^fc, *^ig<^ilj^A:/J^mc7)^<^te(7?il# 

[0 0 3 8] ^T^c. *^0^(7:)iUfi[A;^iS®co^<7:)ft!ic7:)itt 

[0 0 3 9] ^7t. ;^^^p^(7:)pi^A;^S^M<7)-^coftiL<7:)4# 

[0 0 4 0] ^/-c. *^p^(7?iiif^A::^SEt7:*^<7?te(7:»4# 
F^gi50f-^fl::^^^&i5?^^bA^-f-^-r >^-3^ — — 

[0 04 1] ^fc. *^P^(Dil]ftA;f7igg<7:'^coWlco4# 

[0 04 2] ^7t. *^P^<7:)iijftA:^^S(7:>-^<75te'^4^ 

[0 0 4 3] ^fd. *^P^c7?iljf^A;^iSS^7:>'?:t7:>ft!ic7^itt 
[ 0 0 4 4]- -J^^m<r)m\^X-h:>5'it\^. m\^{t^'ky'^ 

-3^ M^^(D^^^-\t ^ T b /c ?g C mJte&t ^ fl:: 

[0 04 5] ^/c. *^p;i(7:)iiif^A;^:^S-c^^<tli<^^iS<t 
-r5<t C^fi. mifB-rV i/^yL.ti!ffR^i^tg'^f^-^fbb. 

[0 04 6] ^fc. :4^5en^<7:>iSj(tA:^:^>5fe<^:^^<7:>ft!i^^^ 
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lEiU^fH^Sr^^i-^ r t ^#m<i: bTi 
[0 0 4 7] ^/c. :*:%P^c7:>ef^A;^::^?*cQ^coftiico4t 

[0 0 4 8] ^7t. ^^m(r)mi^X':h^m(D^(D^(D^ 

[0 0 4 9] ^7t. ^^P^cotattJJEffti. mt^^^kt 

10 bTtr i:4-it#mclr b-CV>5o 

[0 0 5 0] *:^P.gcoiSttJ^^^7)fifeco#m.^-r^ 
tc^il. mjtSilifiLA;^/;^y£<7:)^M^n>'t:"z2- — ^(-^ 
ri^^^fz.^(Oy'xj A^t&^bT^c - <^ ^itt^ch bT 

[0 0 5 1 ] ^/c. ^^P^<7:)iir^A;^gM(7^^c7?ft!io4# 

^9vtu-hxt}'r^^^'itmxt^mkt^m'r^ r <t ^ 

[0 0 5 2] ^7t. *^P^CQtS{ti^ft:co^(7)fftcOit#mc^r 

^mkt. mUv" ^ j\^mWi^^^'it'r^^^-i\:.mk 
^^•itmki}>^^'\\L^rJ oti^. '^^x:f^^■\\:.^^^.fz.m 

[ 0 0 5 3] ^7t. ^^P^<7:)W^A:>0^Et7:3^^ftlit7?# 

^T9 7hi6(DPt-^ib^^^SM^^A:^-r^Bt^jt:^A::0^ 
^kh^^'T^z.t^W'^t bTi^^. 
[0 0 5 4] ^/i.. ;$:^P^C0t£it$^^(7)-^C0te(7:)it#mi: 

-9- 5 liPt^fb^lS: <t ^ W-r 5 (Ufa A;^i^S ic b T 

40 ^lExtn'o . m^m^^\\:.mkt-^%{\L^ribfz.^(D^ 

/c^6<o{I^tl^tStt-t-5 <!r ^m\%t bXi ^o. 

[ 0 0 5 5] *^P^JltutSKW^ISi: 19 tS:^(OX\ Rf ^ 
fl::M41»t^fLf4Tf^i3{ltgfRA;^S-S/^^^rfy^^ix. ^ 
ni:: J: 19 . &t^^b^;f^/':lt^fR^^g^-r^ /c^^cop^-^fbtl 

[ 0 0 5 6] ^7t, i^wm(D\^(Dwm-'^^\\\^. mit 

50 co^>'-3H'-:7^^;7.^^i);|:jL.xtft-i-fb§| (fg-^M^) ^A 
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[0 0 5 7] 

[0 0 5 8] la 1 i^wM(Dmm(r>mm.7^f}mM.(r^m. 
n^w^w (CPU) . ?.\%mn'y^^'=7 M.m:^'^') . 

[0 0 5 9] *|IS£<7)ff^fiicoiljfgA:^3gei::^o^t^Tfl. 

[0 0 6 0] RtjtStif^iSei S'J»:7^C2^''^-^;S>^ 

[0 0 6 1 ]}i^tr. -(omi^y^ — ^n. CPV2i,z:}si^ 

xmmmmm^m^titzm. m^mn^-it mmmn^- 
it) ^h^tzmmymmnrnz^^^thx . pt^ft^sc: 

^m^it^'tcD^uxmn i.xm^x^^^ Lxthti-t 

m^mu^vufi^h^^j^ofz^ . ^5i.siiggF^/^i^b?t 
^■\tm^^fj-r^fz^\z^z:>p^fz '0 -r^-r :7 zr.^ 

[0 0 6 2] mi^(Dmf&^z:B\^^X. ^ • 
>7^CDWmzX.^ . 1 t. CTV2t. 

\^X^t?:\.\ 

[0 0 6 3 1 mz^ Bf-^ftlJcffli^^Bf^*-^. m^\tm 

(Dm'^^m(j:>m^^\z-oy^^xm)\-t^. m^^^^^-^^^ 
9 'izm-^-r^o'E^mt^^h^^ z.H\z■k^L■x'hmmm^'^m 

1. ^ o fl , ^ f tsS (1^ '^i&X o CO T-ik^^-r L Ilil 

[0 0 6 4 ] ^^^■{tm(D^'^:^m\'t. vm'cdx o ^siiim 
•fi^^o^. -t^jiio-h. mio:>:)jm't'^im.^M'm't^mzm 
myu y^M.m^'^ y 2\zmt^^x^<':)imxh'^. 



(6) 11-205738 

10 

t}-r^:^mxh^. 

[0 0 6 5] mi(D:^i^\t.. ^h^iZ^ mm:(D-o—D{z 
m^j:^tzm^tm^'^x^<m^t. ^^mm(omm:(o 
±x\z^mcom^mm$-^x:$6<m^t{z^nhh.^^ 

n:;^^-m^-itm\zMm-r^m'^m&^^x o \zmm u/^tt 
K\^tsih-r. 't(Dmm\-tm.mmz\±mmtmo z. ti)-h 

[0 0 6 6] m2(D:}jm\±. i^S^O^ffl^g #7)5 g 55-1^ 

10 f)^^h^i^^^^itm^'^m.\zmmAiix^ ^(Dx. 

[0 0 6 7] m3a:>:}jm\±. 9\-U-< i^^ — y^^y>^7\z 

"M^^fimv^w^^m^x^x. 't(o^nmm,t^hmm.Af} 

[0 0 6 8] mz^ ^'^ — 'y ^1 \z^m.^ix 

=^—■^ft\^t'^^^x\.^^^^■\\zmtn^t^'r^m.^^m^ 

[0 0 6 9] \ (Zi0-Y^':^m\^X^(O^^\\L^^%^ 

:zt\tM^xmm.\zfi^x. 0 [zmmx^ ht^^^K 

^^fl, I C;^- K;^-e>A:^$ix^Bt^ 

Tm\zm^-t^o 

[0 0 7 0] z.(DXo'iZ-r^t. ^^-it^ti^tLmmnm 
Mft^i~^m^'m^w-o^cD^—-^fzi,7i)m^-x^^ 

Zt^zfj:^, m'^^iz^^cD \ C:^-K2r^K 

>'^-'y:^4yizmm.\^XtB-mt^i'f^^il^J:'^fznx 
X\^'<r)X\ m'^±<7:)Mi^nm2coj7mx ^ 

40 [0 0 7 1 ] m^-it:^^t LT^r^^0t-^^o^i.Ml*51 

mm^^mmzmm-t^m^ t . t^^h^m^^t^ir^ 
iM-^t'^h^o ^'-mo:>:^mx'^^■\tm^^^'^\^x^^^■i\z 
bfc<^LTt>. ^o:,\!%^■■x\±t^^:L^-t^m^'^^m\^^xm 
^"r^:ztt'^x^ . mmm^- ^■\\z^■Ji'h tzmm^ f r ^ ^# ^ 

[0 0 7 2] ^i£SHE^t^'^¥^I^lic;f1v^ait 

X \ CiJ— Y2 O-arffli^^, rnitfi I C'Jj— Y2 OlCfi^t 
50 icA:^;i-5fc^';>coimfI^S7)5K(t^tLTi^a <^r 
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[ 0 0 7 3] Ft^ftHli. ^J^fi\ SLt5c5r^^^-tr6Z 

[0 0 7 4] mi&A^mm^-i. Ati^h^tzm^itm^m 

f^r^^^ti^o I C;tr- K2 o^'itfg^na^H 

ill ft ^m-^-r 5 r <t X # 5 o 

• U-y ir — . ^ • ^<^^j\^^(D 20 
[0 0 7 6] m2(0'm^(r>mm:) ^J^J::. Bt-^it:::^^^ 

[0 0 7 7] ^-if;)'^ I C^ - K^lllf^A:^^SC^g^ 30 
[ 0 0 7 8] ilif^A;^y^Efi. SL*5:^:i^i::Sit e>;h.T 

o 

[0 0 7 9] -^ix^fHiPtc. ^(7:»#ffitl&t^fL^7:'/ci6co 
Bt^ft:tEer. A;^^ix/c^Pf3t^';^fflt^T<2iR^^&t-^ft:^ 40 

Mlf3:Ht-^fl::r^TfSi::ti](^A;^J^S<7);^^- y /^^br^^^ix 

[0 0 8 0] ^-ifil \QiJ- Y-km^i':^Wm.W<^W^t 
ilif^A;^jy^^E/i^bai;^:/^i-ufc^^^mgBng^XPfr^ 

Pt^fttl^ffli/^X. tMf,^A;/J^^fl/i^oa:i;^f^iX7t[Jt^ft 
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[0 0 8 1 ] m 2 fl. [g] 1 t04^:^tt$g^S^M 2 . 

^ - ^ '>;^ 7^ A {:i i 19 ffij* $ ti. ^ ?rfA0^-r ^ t^tg 

[0 0 8 2] 1112 Ci^bTtJ: *lltfec^JF^fi§(7:>ilff^ 
A;^^m 1 0 0 ti. 1 0 1 . ^^^^1^ 1 0 2 

^ . l^-^ft^i^ 1 0 3 <b . Pt^it:^^ 1 0 4 <t , Pf-^^t: 
^fi^^l^ 1 0 5 . iim^i^ 1 0 7 <h . lES^^^ 1 0 

8<h. Pt^ibliff^^^g^l^l 0 9 <t ^*LXl^^. 
[0 0 8 3] HflfEffil^^lS 1 0 1 Ji. ffi^^^«.^LX 
iljfMt^^^^-r5t>*OXfc«9. ^Sm^Sl 0 2fi. m 
tGWi^m-^^T-V e>^yHW#ei::^^-r^yhi6c7:)t>(7?xfo 

[0 0 8 4] ^fz.. 1 0 3 il. tufST^V 

4 t^Ite^^ ^^t: l t^-t^V ^ ^ ^^t^-r ^ 7t ^6 co 

t>C0Xfe5o 

[0 0 8 5] Pf ^ft^JF^^^I^ 1 0 9 fi. ttJt£Pt-^fb^ 

P^755p&-^^L^^T 9 7^c<^(7?pt-^>ft:^^^^^, L< ^i^S^i7:^- 
^A;^-t-^/c^c7:)t>^7?xfct9 . Pt-^fk^m^^^l 0 5 

[0 0 8 6] iim^M^ 1 0 7 f3;. SflfeBt^^li LT^-t^'^ 
^ MMm.^^%U^\^t}-^hi^<ryx^'0 . tfi^^MS: i 0 8 
Rtj f SPf b L 7c ^> ^ /utt ^ tStt i^i*: i w 15^-^ ^ 

t»c7:)Xfo6o 

[0 0 8 7] ?j^{c. ttj3£fico J: 9 \-^mi^^^fzM\^7Kt^'^ 

A;^ig®lOO{l. ftW^7:>^v":y:/s 1 ic^oi/^x. te^ 
i^^«f^^^^i 0 1 xilf^ LXiijf&m-^^^^-^o. 
[0 0 8 8] ^{c. ;7.-7^:y:7^s 2 icii;^. tntfiiUfl^ft-^ 
4 M^m-^^^-r^^'^^m^W^^^kx 0 2 
!::.^'9ff9o ^^o^. ^/ ^ S 3 icil;^. f^^fb^I^ 
1 0 3i::ctoXm)t£-r^^^ v^^/L-tWfR^iStg'^rf-^iL-r 

[0 0 8 9] :^^'T -jrfs A\z.m^. mjtBr^^ft:^ 

-7"' 4 ^ Mm?i^^^^i\:'r h tL ^(om^i^m ^ pt 

itmmf&^^kl 0 9\:iX^±.i,\^<\'x9VUf)-hKti-rh 

XPt^fc^S 1 0 4 XPg-^fk-t-5o 
[ 0 0 9 0] c^fZ. 7.^ ^y^S mt^T^^i>-9 

rf^£fc^M^i 0 s\zx.^xm^-rhm^-\tmn^^m^\=r 

[0 0 9 1] \^J.±.m}\\^tz.^o\z^ ^3iKiCOJF$ftgcoiiJ(& 
;J X ^ CO x% n t ^ f b ^ n fc m $r tS ^ -r o 7t o n f t IB 
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[0 0 9 2] i.rz:^'^^x. :^m^(Dmm(Dmi^xt}mm: 

[0 0 9 3] zthiz^y)^ Am<7:>mi'f(7:>^m^%^^. m 

[0 0 94] {^^m(D^(Dm^m^m) ^mmi-±^wc<7^ 

[0 0 9 5] ^7t. Sfja^LTt^iSJF^^co^l^^^^i-^ 
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